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ABSTRACT 

 
ARTICLE INFO 

Distribution of digital document through insecure channel leads numerous questions 

of the integrity and the ownership of the document on the receiver’s side. Employing 

digital signature algorithms solves the issues related to the receiver’s proof and 

approval of the document from the sender along with monitoring the document if 

they have been altered by illegitimate parties. With the advancement in the electronic 

media usage, security of data is one of the major problems that we face. Moreover, 

signing of documents in traditional method is a tedious process. Digital signature 

helps in with all the above given. Signing of the documents with proper authentication 

can be done. The process of identifying the source of document can be simplified. This 

paper covers the various algorithms and methodologies needed for proper execution 

of the system.  
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I. INTRODUCTION 

Digital Signatures have been in legal use since last 10 

years in many if the countries. There has been a major 

development in the use of Digital Signature since then. 

Digital Signature nowadays is an integral part of the any 

technology. Digital Signature is process of embedding data 

to a particular document that determines its authenticity and 

the ownership of the document. Digital Signature can be 

applied in various forms i.e documents, images, sound etc. 

This paper solely focuses on the application of Digital 

Signature on documents using various algorithms. [2]These 

schemes of using Digital Signature can be classified as 

visible and invisible. Scheme using visible watermark for 

owner protection [3][4][5][6][11] and that using invisible 

watermark scheme [7][8][9][10]. Signing of documents 

traditionally is quite a tedious process. There are various 

problems like security, forgery and storage of the documents 

as it occupies lot of physical space. This is where Digital 

Signature helps i.e. signs the document along with providing 

in depth dimensional security. The area of concentration in 

this project is establishment of Public Key Infrastructure 

(PKI). PKI is the basic component of the system. Key 

generation, key distribution, providing security and 

authentication are the basic functionalities in the system. 

Key generation process generates two keys i.e. public key 

and private key. Private Key is used for encryption the 

message and public key for decryption of the message. 

Figure 1 shows the general way in which a document is 

signed digitally. We will be using PDF documents of the 

signing purpose.[3] The general structure of the PDF 

document consists of header, body, cross-reference table 

and trailer. The security is increased with the help of an 

OTP method used to verify the users. The OTP is sent 

through the Certifying Authority to the sender before he/she 

signs and sends the PDF.  

  

 
 

Figure 1 
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The important facet in this is the establishment of Public 

Key Infrastructure (PKI). The PKI will consist of a 

Certifying Authority (CA) and the users. Digital Signature 

has been explained in part III. PKI is explained in IV part. 

The algorithm used i.e DSA is explained in part V and 

respectively. The proposed system s is mention in part VI. 

 

II. MOTIVATION 

 

Now a day’s everything is becoming digital, traditional 

method of signing the documents has some limitations. 

Digital signature can overcome these limitations by 

providing security and authentication. Most of traditional 

systems are been now replaced with a digital systems. The 

project is an improvement over the existing traditional 

approach of signing of documents physically. The proposed 

system will speed up the process of signing documents. The 

storage of physical paper is also a tedious process along 

with a risk that the document might be completely destroyed. 

 

III. DIGITAL SIGNATURE 

 

The Digital Signature notion is similar to that of a 

physical signature. It involves the use of keys i.e public keys 

and private keys for signing and verification of document 

along with the algorithm it uses. Let us consider the 

following assumptions for the better understanding of the 

process of Digital Signature:- 

a)  Let DC denote the Digital document to be signed in 

this it is a PDF. 

b) Let PU and PR be the Public and Private keys 

respectively. 

c) Let SG be the signature associated with the document. 

The function (SG=Sign (PR, DC) on the sender side is 

responsible of signing the PDF, which uses the senders 

private key PR and the document DC for signing. The 

receiver reverses this process in which it uses the senders 

public key PU and the document DC for verification 

purpose i.e if the document is been sent be the anticipated 

sender. As the PU is given it must be computationally 

infeasible to determine PR for any attacker. [2] On the other 

hand, given PU and a set of signed documents X = (DC1, 

DC2….., DCn) together with a set of the signatures 

produced from all the element in X, Y = (SG1, SG2,…. SGn) 

an attacker must not be able to determine a valid signature 

on any document DC where DC ≠ X. 

Signing of large size documents can consume a lot of 

computational power. This problem here is solved by using 

the hash function that produces a fixed length hash value for 

the documents. This can be given as (SG=Sign (H(D),PR)), 

where H is the hash function.  

The receiver has to verify that the hash value computed 

matches with that of the digitally signed documents; this 

entire process is done by the verification function on the 

receiver side. In this paper we will be using the DSA as our 

algorithms for digitally signing of the PDF. 

  

IV. PUBLIC KEY INFRASTRUCTURE 

 

PKI is the structure which is very important in 

implementing this method of digital signature. It consists of 

an administrator and users in that network in this case it is 

the intra-net network. 

As there will be use of PU and PR, there must a central 

authority. Key generation, key distribution, providing 

security and authentication are the basic functionalities of 

PKI. 

  

 
   Figure 2 

 

In the key generation process two keys are generated i.e 

public key (PU) and private key (PR). Private Key is used 

for the signing of the PDF, while Public Key is used for the 

verification purpose. The administrator or the Certifying 

Authority (CA) is responsible provides a pair to each to the 

users. Administrator has the right to revoke the keys 

provided to the users. As verification of documents is done 

through the CA it is important to protect this against the 

attackers, but as being on an intra-net network the risk factor 

is reduced moreover there is a login procedure to be 

followed if one manages to enter the intra-net. 

 

V. DSA 

 

DIGITAL SIGNATURE ALGORITHM: 

[14]The Digital Signature Algorithm (DSA) is a Federal 

Information Processing Standard for digital signatures. It 

was proposed by the National Institute of Standards and 

Technology (NIST) in August 1991 for use in their Digital 

Signature Standard (DSS) and adopted as FIPS 186 in 

1993.Key generation has two phases. The first phase is a 

choice of algorithm parameters which may be shared 

between different users of the system, while the second 

phase computes public and private keys for a single user.  

i) Choose an approved cryptographic hash function H. In 

the original DSS, H was always SHA-1, but the stronger 

SHA-2 hash functions are approved for use in the current 

DSS. The hash output may be truncated to the size of a key 

pair. 

ii) Decide on a key length L and N. This is the primary 

measure of the cryptographic strength of the key. The 

original DSS constrained L to be a multiple of 64 between 

512 and 1,024 (inclusive). NIST 800-57 recommends 

lengths of 2,048 (or 3,072) for keys with security lifetimes 

extending beyond 2010 (or 2030), using correspondingly 

longer N. FIPS 186-3 specifies L and N length pairs of 

(1,024, 160), (2,048, 224), (2,048, 256), and (3,072, 256). N 

must be less than or equal to the output length of the hash H.  

iii) Choose an N-bit prime q.  

iv) Choose an L-bit prime modulus p such that p − 1 is a 

multiple of q. Choose g, a number whose multiplicative 

order modulo p is q.  

v) This may be done by setting          g = h(p − 1)/q mod 

p for some arbitrary h (1 < h < p − 1), and trying again with 

a different h if the result comes out as 1. Most choices of h 

will lead to a usable g; commonly h = 2 is used. The 
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algorithm parameters (p, q, g) may be shared between 

different users of the system.  

Signing of the document is done as follows:  

Let H be the hashing function and m the message: 

1) Generate a random pre-message value 

2) Calculate r= (gk mod p) mod q. 

3) In the unlikely case that r=0, start with a different 

random k. 

4) Calculate s= k-1 (H (m) +xr) mod q. 

5) If s=0 then start again with a different k. 

6) The signature is (r, s). 

Verifying the key: 

1) Reject the signature if 0<r<q or0<s<q is not 

satisfied. 

2) Calculate w= s-1 mod q. 

3) Calculate u1=H (m). w mod q. 

4) Calculate u2=r. w mod q. 

5) Calculate v= (gu1yu2 mod p) mod 1. 

6) If v=r the signature is valid. 

 

VI. PROPOSED SYSYTEM 

 

The system which we have created is quite the simple 

one. There is a Public Key Infrastructure establishment 

containing the Certifying Authority along with the users. 

The users can both new and existing. The overall system 

works around the signing of PDF documents. This is a take 

over the traditional approach of signing of documents. All 

the constraints mentioned above are been used in this 

system. A brief view of how the system works at the Sender, 

Receiver and Certifying Authority. 

Signing of document (sender): 

1. Verify credentials. 

2. Request for PR  and PU. 

3. Sign the PDF. 

4. Receives an OTP and enters it. 

5. Sends the PDF. 

Verifying the document (receiver): 

1. Verify credentials. 

2. Authenticate the PDF. 

3. Read the contents. 

Certifying Authority: 

1. Verify the credentials. 

2. Provide with PR  and PU. 

3. Provide OTP. 

 

Brief overview about the system: 

The user logins into the system using his/her credentials 

which are verified by the CA. The user requests for private 

key and public key. Private Key as the name suggest is only 

known to the user while the Public Key might be known to 

everyone present in the system as the communication i.e 

sending the documents is done with the help of the receivers 

Public Key. On receiving the pair of keys from the 

Certifying Authority the sender gets ready to send the 

required document in this case a PDF. The sender uploads 

the document and enters the name of the intended user, the 

system asks for a OTP which is sent to the sender by the CA 

as he/she wants to send it. Upon the successful verification 

of the OTP by CA the document is ready to be sent. Sender 

signs and sends the document to the intended user. The 

Signing of PDF is using the Private Key out of the pair 

provided to the CA to the sender. The receiver gets an alert 

mail for the received document. Receiver verifies his/her 

credentials. The receiver checks if he was the intended 

receiver or not if yes then the Public Key and Private Key is 

match else not a match and the document is available or 

absent according to the verification. 

Thus the system is completely used for digital signing of 

the documents, speeding up the process in turn. 
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